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FOREWORD

This order establishes procedures for evaluating and approving aircraft software and changes to
approved aircraft software. The procedures in this order apply to Aircraft Certification Service
and Flight Standards Service personnel, persons designated by the administrator, and
organizations associated with the certification processes required by Title 14 of the Code of
Federal Regulations (14 CFR). Because it is impractical to cover all situations or conditions that
may arise, these instructions must be supplemented by good judgment in handling the particular
problems involved.

Forward any deficiencies, clarifications, or suggested improvements regarding the content of this
order to the Aircraft Certification Service, Automated Systems Branch, AIR-520, Attention:
Directives Management Officer, for consideration. Your assistance is welcome. Federal
Aviation Administration (FAA) Form 1320-19, Directive Feedback Information, is located on
the last page of this order for your convenience. If you urgently need an interpretation, you may
contact the Aircraft Engineering Division, Software Specialist, AIR-120, for guidance, but you
should also use the FAA Form 1320-19 as a follow-up to verbal conversation.

Susan J.M. Cabler
Acting Manager, Aircraft Engineering Division
Aircraft Certification Service
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CHAPTER 1. INTRODUCTION

1-1. PURPOSE. This order guides Aircraft Certification Service (AIR) field offices and
Designated Engineering Representatives (DER) on how to apply RTCA/DO-178B, “Software
Considerations in Airborne Systems and Equipment Certification,” for approving software used
in airborne computers. Advisory Circular (AC) 20-115B, “RTCA, Inc. Document
RTCA/DO-178B,” recognizes RTCA/DO-178B as an acceptable means of compliance for
securing the Federal Aviation Administration’s (FAA) approval of software in airborne systems
and equipment. This order establishes guidelines for approving software in compliance with
RTCA/DO-178B. The guidelines are applicable to the approval of airborne systems and
equipment and the software aspects of those systems related to type certificates (TC),
supplemental type certificates (STC), amended type certificates (ATC), amended supplemental
type certificates (ASTC), and technical standard order (TSO) authorizations.

1-2. DISTRIBUTION. Distribute this order to the branch level in Washington Headquarters
Aircraft Certification Service, section level in all Aircraft Certification Directorates, all Chief
Scientific and Technical Advisors (CSTA), all Aircraft Certification Offices (ACO), all
Manufacturing Inspection Offices (MIO), all Manufacturing Inspection District or Satellite
Offices (MIDO/MISO), and all Flight Standards District Offices (FSDO). Additional limited
distribution should be made to the Air Carrier District Offices, the Aeronautical Quality
Assurance Field Offices, and the FAA Academy.

1-3. RELATED PUBLICATIONS. The latest amendments of the following publications are
the primary reference materials for this order:

a. Code of Federal Regulations. Title 14 of the Code of Federal Regulations (14 CFR)
part 21, Certification Procedures for Products and Parts.

b. FAA Adyvisory Circulars (AC) and Orders. Copies of the following ACs and orders
are available from the FAA website at http://www.airweb.faa.gov/rgl.

(1) Advisory Circular 20-115, RTCA, Inc. Document RTCA/DO-178B.

(2) Advisory Circular 21-33, Quality Assurance of Software Used in Aircraft or
Related Products.

(3) FAA Order 8110.4, Type Certification Process.
(4) FAA Order 8110.42, Parts Manufacturer Approval Procedures.
c¢. Other FAA Policy Documents.
(1) FAA Job Aid, Conducting Software Reviews Prior to Certification, dated

June 1998. A copy of this FAA Job Aid is available from the FAA website at
http://av-info.faa.gov/software/.
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(2) AIR-100 Policy Memorandum #2001-01, Use of Designated Engineering
Representatives in the Technical Standard Order Authorization Process, dated April 16, 2001.
A copy of this policy memorandum is available from the FAA website at
http://av-info.faa.gov/software/Policy Memos.htm.

d. RTCA, Inc. Documents. Copies of RTCA documents may be purchased from RTCA,
Inc., 1828 L Street, NW, Suite 805, Washington, D.C. 20036. Alternatively, copies may be
purchased on-line at http://www.rtca.org. RTCA documents referenced in this order are:

(1) RTCA, Inc., document RTCA/DO-178B, Software Considerations in Airborne
Systems and Equipment Certification, dated December 1, 1992.

(2) RTCA, Inc., document RTCA/DO-248B, Final Report for Clarification of
DO-178B Software Considerations in Airborne Systems and Equipment Certification, dated
October 12, 2001.

1-4. CANCELLATION. This order cancels and supercedes the following notices:

a. FAA Notice 8110.85, Guidelines for the Oversight of Software Change Impact
Analyses Used to Classify Software Changes as Major or Minor, dated March 11, 2000;

b. FAA Notice 8110.86, Guidelines for Software Conformity Inspection and Software
Conformity Review, dated August 4, 2000;

c¢. FAA Notice 8110.87, Guidelines for Determining the Level of Federal Aviation
Administration (FAA) Involvement in Software Projects, dated August 4, 2000;

d. FAA Notice 8110.89, Guidelines for the Approval of Software Changes in Legacy
Systems Using RTCA/DO-178B, dated January 16, 2001;

e. FAA Notice 8110.90, Guidelines for the Software Review Process, dated
January 16, 2001;

f. FAA Notice 8110.91, Guidelines for the Qualification of Software Tools Using
RTCA/DO-178B, dated January 16, 2001;

g. FAA Notice 8110.92, Guidelines for Applying the RTCA/DO-178B Level D Criteria to
Previously Developed Software (PDS), dated January 16, 2001;

h. FAA Notice 8110.93, Guidelines for the Approval of Field-Loadable Software by
Finding Identicality through the Parts Manufacturer Approval Process, dated January 16, 2001;

i. FAA Notice 8110.94, Guidelines for the Approval of Airborne Systems and Equipment
Containing User-Modifiable Software, dated January 16, 2001;
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j. FAA Notice 8110.95, Guidelines for the Approval of Field-Loadable Software, dated
January 16, 2001; and

k. FAA Notice 8110.97, Guidelines for Approving Reused Software Life Cycle Data,
dated February 5, 2002.

1-5. BACKGROUND. Between 1998-2002, the FAA produced a number of software-related
notices to provide guidelines for FAA Aviation Safety Engineers (ASE), Aviation Safety
Inspectors (ASI), and DERs in various areas of software approval. This order combines those
notices into a single document, implements improvements to the policy based on lessons learned,
and improves consistency between the technical topics.

1-6. SOFTWARE TOPICS COVERED IN THIS ORDER.

a. On January 11, 1993, the FAA issued AC 20-115B which recognizes RTCA/DO-178B
as a means of demonstrating compliance to regulations for the software aspects of airborne
systems and equipment certification. This order assumes that RTCA/DO-178B is the means of
compliance proposed by the applicant for software approval (except for chapters 8 and 10, where
previously developed software and legacy systems are addressed). If the applicant proposes

other means, additional policy and FAA guidance may be needed on a project-by-project basis.

b. This order addresses a variety of software-related topics and is supplemental to
RTCA/DO-178B. Guidelines in the following areas are addressed:

(1) The software review process (chapter 2),
(2) The level of FAA involvement in software projects (chapter 3),
(3) Software conformity inspections (chapter 4),
(4) Field-loadable software (chapters 5 and 6),
(5) User-modifiable software (chapter 7),
(6) Level D previously developed software (chapter 8),
(7) Software tool qualification (chapter 9),
(8) Software changes in legacy systems (chapter 10),
(9) Software change impact analysis (chapter 11), and
(10) Reuse of software life cycle data (chapter 12).

1-7. DEFINITIONS. For purposes of this order, the following definitions apply:
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a. Certification authority is the aviation authority that accepts and/or approves software
life cycle data. For the FAA, the certification authority is typically the ACO ASE responsible
for the software approval in a project.

b. Certification credit is the acceptance by the certification authority that a software
process, software product, or demonstration satisfies a certification requirement (see
RTCA/DO-178B, Glossary; and RTCA/DO-248B, Section 3.47).

¢. Chief scientific and technical advisor (CSTA) is an executive-level technical expert
in the FAA. Previously, CSTA was referred to as “National Resource Specialist” (NRS).

d. Configuration item is (1) one or more software components treated as a unit for
software configuration management purposes, or (2) software life cycle data treated as a unit for
software configuration management purposes (see RTCA/DO-178B, Glossary; and
RTCA/DO-248B, Section 3.46).

e. Field-loadable software (FLS) is software that can be loaded without removal of the
equipment from the installation. FLS can refer to either executable code or data (see
RTCA/DO-178B, Section 2.5). FLS might also include software loaded into a line replaceable
unit at a repair station or shop.

f. Finding is the identification of a failure to show compliance to one or more of the
RTCA/DO-178B objectives.

g. Observation is the identification of a potential software life cycle process
improvement. An observation is not an RTCA/DO-178B compliance issue and does not need to
be addressed before software approval.

h. Option-selectable software is software that contains approved and validated
components and combinations of components that may be activated by the user, either through
selection by the flight crew or activation by ground personnel (see RTCA/DO-178B, Section
2.4).

i. Original certification project is the first use of the software life cycle data in a
completed certification project.

j- Reuse is the subsequent use of unaffected, previously approved software life cycle
data.

k. Review is the act of inspecting or examining software life cycle data, software project
progress and records, and other evidence to assess compliance with RTCA/DO-178B objectives.
Review is an encompassing term and may consist of a combination of reading documents,
interviewing project personnel, witnessing activities, sampling data, and participating in
briefings. A review may be conducted at your own desk, at an applicant’s facility, or at an
applicant’s supplier’s facility.
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I. Sampling is selecting a representative set of software life cycle data for inspection or
analysis. The purpose is to determine the compliance of all software life cycle data developed
up to that point in time in the project. Sampling is the primary means of assessing the
compliance of the software processes and data. Examples of sampling may include the
following:

¢ Inspecting the traceability from system requirements to software requirements to
software design to source code to object code to test cases and procedures to test results.

e Reviewing analyses used to determine system safety classification, software level, or
RTCA/DO-178B objective compliance (for example, timing analysis).

e Examining the structural coverage of source code modules.

e Examining software quality assurance (SQA) records and configuration management
records.

m. Software is computer programs and, possibly, associated documentation and data
pertaining to the operation of a computer system (see RTCA/DO-178B, Glossary).

n. Software Configuration Index (SCI) identifies the configuration of the software
product. It can contain one configuration item or a set of configuration items (see
RTCA/DO-178B, Section 11.16).

0. Software library is a controlled repository of software and related data and documents
designed to aid in software development, use, or modification (see RTCA/DO-178B, Glossary).

p. Software life cycle data are data produced during the software life cycle to plan,
direct, explain, define, record, or provide evidence of activities (see RTCA/DO-178B, Section
11.0). Sections 11.1 through 11.20 of RTCA/DO-178B describe different kinds of software life
cycle data.

q. Software Life Cycle Environment Configuration Index identifies the configuration
of the software life cycle environment. It is written to aid reproduction of the hardware and

software life cycle environment (see RTCA/DO-178B, Section 11.15).

r. Software plans and standards are a set of data that directs the software development
processes and integral processes (see RTCA/DO-178B, Sections 4.0 and 11.1 through 11.8).

s. Software tool is a computer program used to help develop, test, analyze, produce, or
modify another program or its documentation (see RTCA/DO-178B, Glossary).

t. Subsequent certification project is the follow-on project in which software life cycle
data from the original certification project is reused.
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u. Test for certification credit is system certification test conducted under a FAA-
approved test plan for the purpose of showing compliance to the regulations.

v. Tool qualification is the process necessary to obtain certification credit for a software
tool within the context of a specific airborne system (see RTCA/DO-178B, Section 12.2 and
Glossary).

w. User-modifiable software (UMS) is software intended for modification by the aircraft
operator without review by the certification authority, the airframe manufacturer, or the
equipment vendor. Modifications by the user may include modifications to data, modifications
to executable code, or both (see RTCA/DO-178B, Section 2.4).

1-8. ACRONYMS. The following is a list of acronyms used in this order:

AC Advisory Circular

ACO Aircraft Certification Office

AIR Aircraft Certification Service

ASE Aviation Safety Engineer

ASI Aviation Safety Inspector

ASTC Amended Supplemental Type Certificate
ATC Amended Type Certificate

CFR Code of Federal Regulations

CMR Certification Maintenance Requirements
CRC Cyclic Redundancy Check

CSTA Chief Scientific and Technical Advisor
DER Designated Engineering Representative
FAA Federal Aviation Administration

FLS Field-Loadable Software

LOFI Level of FAA Involvement

MEL Minimum Equipment List

MIDO Manufacturing Inspection District Office
MISO Manufacturing Inspection Satellite Office
PDS Previously Developed Software

PMA Parts Manufacturer Approval

PSAC Plan for Software Aspects of Certification
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SAS
SCI
SCMP
SOI
SQA
STC
TC
TIA
TSO
TSR
UMS

Software Accomplishment Summary
Software Configuration Index
Software Configuration Management Plan
Stage of Involvement

Software Quality Assurance
Supplemental Type Certificate

Type Certificate

Type Inspection Authorization
Technical Standard Order

Total Score Result

User-Modifiable Software

8110.49

1-9. RECORDS MANAGEMENT. Refer to Orders 0000.1, 1350.14, and 1350.15, or your
office Records Management Officer (RMO)/Directives Management Officer (DMO) for
guidance regarding retention or disposition of records.
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CHAPTER 2. SOFTWARE REVIEW PROCESS

2-1. GENERAL.

a. Section 9 of RTCA/DO-178B describes the certification liaison process. This process
is the vehicle to establish communication and understanding between the applicant and the
certification authority. Sections 9.2 and 10.3 of RTCA/DO-178B state that the certification
authority may review the software life cycle processes and data to assess compliance to
RTCA/DO-178B. This chapter does not change the intent of RTCA/DO-178B, but clarifies its
application.

b. Although desk reviews may be used to successfully review software, this chapter
focuses on on-site reviews. On-site reviews have the advantages of access to software personnel,
to all automation, and to test setup. Both on-site and desk reviews may be delegated to properly
authorized DERs. For FAA on-site reviews, the certification authority should include the
following practical arrangements with the software developer:

(1) Agreement on the type of review(s) that will be conducted (that is, planning,
development, verification, or final certification).

(2) Agreement on date(s) and location(s) of the review(s).

(3) Identification of the certification authority’s personnel involved.

(4) Identification of any DERs involved.

(5) Development of the agenda(s) and expectations.

(6) Listing of software data to be made available (both before and at the review(s)).
(7) Clarification of procedures to be used.

(8) Identification of any required resources.

(9) Specification of date(s) and means for communicating review results (may include
corrective actions and other post-review activities).

2-2. OBJECTIVES OF THE SOFTWARE REVIEW PROCESS.

a. The certification authority may review the software life cycle processes and associated
data at his or her discretion to obtain assurance that a software product submitted as part of a
certification application complies with the certification basis and the objectives of
RTCA/DO-178B. The software review process assists both the certification authority and the
applicant to determine if a particular project will meet the certification basis and RTCA/DO-
178B objectives by providing:
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(1) Timely technical interpretation of the certification basis, RTCA/DO-178B
objectives, FAA policy, issue papers, and other applicable certification requirements.

(2) Visibility into the implementation compliance and the applicable data.

(3) Objective evidence that the software project adheres to its approved software plans
and procedures.

(4) The opportunity for the certification authority to monitor DER activities.

b. The amount of FAA involvement in a software project should be determined and
documented as soon as possible in the project life cycle. The type and number of software
reviews will depend on the software level of the project, the amount and quality of DER support,
the experience and history of the applicant and/or software developer, service difficulty history,
and several other factors. Chapter 3 of this order covers specific guidelines for determining the
level of FAA involvement.

2-3. INTERACTION BETWEEN THE SOFTWARE REVIEW PROCESS AND
SOFTWARE LIFE CYCLE.

a. The review process should begin early in the software life cycle. Early involvement
will mitigate the risk that the system, software, and planning decisions will not satisfy the
RTCA/DO-178B objectives. This requires timely communication between the applicant and
certification authority about planning decisions that may affect the software product and
processes. Typically, the development of software for an aircraft or engine product or a TSO
appliance may take several months or years. Since RTCA/DO-178B is process-oriented
guidance, to be meaningful, the review process should be integrated throughout the software life
cycle. This means that regular contact between the applicant and FAA (and/or authorized DER)
should be established. Regular contact should provide confidence in the software life cycle
processes and the resultant product to both the applicant and the FAA. The four types of reviews
are described as follows:

(1) A software planning review should be conducted when the initial software
planning process is complete (that is, when most of the plans and standards are completed and
reviewed). This review is commonly referred to as stage of involvement (SOI) #1.

(2) A software development review should be conducted when a representative
portion (typically at least 50 percent) of the software development data (that is, requirements,
design, and code) is complete and reviewed. This review is commonly referred to as SOI #2.

(3) A software verification review should be conducted when a representative

portion (typically at least 50 percent) of the software verification and testing data is complete
and reviewed. This review is commonly referred to as SOI #3.
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(4) A final certification software review should be conducted after the final software
build is completed, the software verification is completed, a software conformity review has
been conducted, and the software application(s) is ready for formal system certification approval.
This review is commonly referred to as SOI #4.

NOTE: Although four software reviews are defined and described in
this chapter, this does not mean four reviews will be required on
every project. Some projects may combine reviews, while others may
require more reviews.

b. Availability of software life cycle data does not imply that the data are always
complete. However, the data should be sufficiently mature so that a reasonable review can be
conducted. Similarly, all transition criteria may not necessarily be complete for that time in the
project, but sufficient transition criteria evidence should exist to ensure they are being applied to
the project.

c¢. Discussions between the applicant and the FAA should occur early in the project life
cycle and should determine the types, need, number, depth, and format of the software reviews
(FAA involvement will vary based on project circumstances). This chapter identifies four
reviews to assess compliance to RTCA/DO-178B objectives. Chapter 3 further describes criteria
for determining the level of FAA involvement in software projects.

d. The following sections define the basic goals of each of the four types of software
reviews, the criteria for each type of review (such as, type and availability of data, and type of
transition criteria), and the appropriate evaluation criteria. Paragraph 2-8 of this chapter
identifies additional considerations that may affect the type and timing of reviews.

2-4. SOFTWARE PLANNING REVIEW (SOI #1).

a. Identification of the Software Planning Review. The software planning process is
the initial process in the software life cycle for any software project. The planning process
establishes the various software plans, standards, procedures, activities, methods, and tools
required to develop, verify, control, assure, and produce the software life cycle data. The intent
of the software planning review is to determine if the applicant’s plans and standards provide an
acceptable means for satisfying the objectives of RTCA/DO-178B. This review can also reduce
the risk of an applicant producing a software product that does not meet RTCA/DO-178B
objectives or other certification criteria. The software planning review should take place after
the initial completion of the software planning process. Although the software planning process
may continue throughout the software life cycle, and plans and standards may change as the
project progresses, it is generally considered complete when the associated initial transition
criteria are satisfied. The following transition criteria are indicative of typical software planning
process completion criteria:

(1) Software plans and standards have been internally reviewed based on company
specified criteria and deficiencies resolved.
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(2) Software plans and standards have been evaluated by SQA and deficiencies
resolved.

(3) Software plans and standards have been approved and placed under configuration
control.

(4) The objectives of RTCA/DO-178B, Annex A, Table A-1 have been satisfied.
b. Data Required for the Software Planning Review. The applicant should make the
software plans and standards shown in figure 2-1 available to the certification authority and/or
DER (if authorized). The supporting software data should be under configuration control as

appropriate for the software level.

Figure 2-1. Data Availability for Software Planning Review

Software Data RTCA/DO-178B Section
Plan for Software Aspects of Certification 11.1
Software Development Plan 12
‘Software VerificationPlan 13

Software Verification Results (as applied to RTCA/DO-178B, 4.6,11.14
Annex A, Table A-1)

Software Configuration Management Plan 11.4
Software Quality Assurance Plan 115
*Software Requirements, Design, and Code Standards ~~~~ 11.6,11.7,11.8
‘Tool Qualification Plans, if applicable ~ 122,12231

*Software Quality Assurance Records (as applied to the planning 4.6, 11.19
activities)

* Not required for Level D, per RTCA/DO-178B, Annex A, Table A-1.

c. Evaluation Criteria for the Software Planning Review. The objectives that apply to
planning in RTCA/DO-178B Annex A should be used as the evaluation criteria for the software
planning review. Specific objectives to be evaluated are: Table A-1 (all objectives), Table A-8
(Objectives 1-4), Table A-9 (Objective 1), and Table A-10 (Objectives 1-2). The plans should
also be evaluated to ensure that, when they are followed, all applicable RTCA/DO-178B
objectives would be satisfied. Additionally, the applicant’s safety assessment, failure conditions,
and software level(s) should be assessed. The relevance of the software plans and standards to
the software level should also be evaluated.
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2-5. SOFTWARE DEVELOPMENT REVIEW (SOI #2).

a. Identification of the Software Development Review. The software development
processes are the software requirements, design, code, and integration processes. The
development processes are supported by the integral processes of software verification,
configuration management, quality assurance, and certification liaison processes. Therefore, the
software development review should assess the effective implementation of the applicant’s plans
and standards through examination of the software life cycle data, particularly the software
development data and integral processes’ data associated with it. During this review, the
applicant and FAA may agree on and document changes to or deviations from plans and
standards discovered during the review. Before conducting a software development review, the
software development data should be sufficiently complete and mature. The following are
typical criteria for a sufficiently mature software development process:

(1) High-level requirements are documented, reviewed, and traceable to system
requirements.

(2) Software architecture is defined, and reviews and analyses have been completed.

(3) Low-level requirements are documented, reviewed, and traceable to high-level
requirements.

(4) Source code implements low-level requirements, is traceable to the low-level
requirements, and has been reviewed.

b. Data Required for the Software Development Review. For a software development
review, the software data shown in figure 2-2 should be made available to the certification
authority and/or DER (if authorized). The supporting software data should be under
configuration control, as appropriate for the software level. The plans listed in figure 2-1 should
also be provided to the review team before the review.
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Figure 2-2. Data Availability for the Software Development Review

Software Data RTCA/DO-178B Section
*Software Requirements, Design and Code Standards 11.6,11.7, 11.8
Software Requirements Data ne
Design Description o
‘Source Code o
Software Verification Procedures (as applied to RTCA/DO-178B, 6.3.1,632,633,634,
Annex A, Tables A-2 through A-5) 11.13
Software Verification Results (as applied to RTCA/DO-178B,  6.3.1,6.3.2, 633,634,
Annex A, Tables A-2 through A-5) 11.14
Software Life Cycle Environment Configuration Index nis
ProblemReports n7
Software Configuration Management Records nis

Software Quality Assurance Records (as applied to RTCA/DO- 11.19
178B, Annex A, Tables A-2 through A-5)

* Not required for Level D, per RTCA/DO-178B, Annex A, Table A-1.

¢. Evaluation Criteria for the Software Development Review. The objectives that
apply to development in RTCA/DO-178B Annex A should be used as the evaluation criteria for
the software development review. Specific objectives to be evaluated are: Table A-2
(Objectives 1-6), Table A-3 (all objectives), Table A-4 (all objectives), Table A-5 (Objectives 1-
6), Table A-8 (Objectives 1-4, 6), Table A-9 (Objectives 1-2), and Table A-10 (Objectives 1-2).
Additionally, the software life cycle data should be evaluated to determine the effectiveness of
the applicant’s implementation of the plans and standards in the development process.

2-6. SOFTWARE VERIFICATION REVIEW (SOI #3).

a. Identification of Software Verification Review. The software verification process is
typically a combination of inspections, demonstrations, reviews, analyses, tests, and coverage
analysis. As with the other reviews, the software configuration management and quality
assurance processes are also active during these verification activities. The verification activities
confirm that the software product specified is the software product built. Therefore, the software
verification review should ensure that the software verification processes will provide this
confirmation and will result in objective evidence that the product has been sufficiently tested
and is the intended product. The purpose of the software verification review is to: assess the
effectiveness and implementation of the applicant’s verification plans and procedures; ensure the
completion of all associated software configuration management and quality assurance tasks;
ensure that the software requirements, design, code, and integration have been verified; and
ensure that the software verification process will achieve the requirements-based test coverage
and structural coverage criteria of RTCA/DO-178B, Annex A, Table A-7. Before conducting a
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software verification review, the software verification process should be sufficiently complete
and mature. The following criteria indicate a mature verification process:

(1) Development data (for example, requirements, design, source code, object code,
linking and loading data, and executable image) are complete, have been reviewed, and are
under configuration control.

(2) Test cases and procedures are documented, reviewed, and placed under
configuration control.

(3) Test cases and procedures have been executed (either formally or informally).
(4) Completed test results are documented, as agreed to in the planning documents.
(5) The software testing environment is documented and controlled.

b. Data Required for the Software Verification Review. For the purpose of compliance
findings for the software verification review, the software data shown in figure 2-3 should be
made available to the certification authority and/or DER (if authorized), as appropriate for the
software level. The supporting software data should be under configuration control, as
appropriate for the software level. The data listed in figures 2-1 and 2-2 should also be available

during the verification review.

Figure 2-3. Data Availability for Software Verification Review

Software Data RTCA/DO-178B Section

Software Requirements Data 11.9
Design Descripton 1110
‘SourceCode . nua
Object Code 112
Software Verification Cases and Procedures 63.1-63.6,and 11.13
Software Verification Results 114
Software Life Cycle Environment Configuration Index (including 1115

the test environment)
Software Configuration Index (test baseliney 1116
Problem Reports 17
Software Configuration Management Records 1118
Software Quality Assurance Records ~~1L19
Software Tool Qualification Data (if applicabley 1223

c. Evaluation Criteria for Software Verification Review. The objectives that apply to
verification in RTCA/DO-178B Annex A should be used as the evaluation criteria for the
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software verification review. Specific objectives to be evaluated are: Table A-5 (Objective 7),
Table A-6 (all objectives), Table A-7 (all objectives), Table A-8 (all objectives), Table A-9
(Objectives 1-2), and Table A-10 (all objectives).

2-7. FINAL CERTIFICATION SOFTWARE REVIEW (SOI #4).

a. Identification of Final Certification Software Review. The final software build
establishes the configuration of the software product considered by the applicant to comply with
all objectives of RTCA/DO-178B. It is the version of the software intended to be used in the
certified system or equipment. The purpose of this review is to: determine compliance of the
final software product with the appropriate objectives of RTCA/DO-178B; ensure that all
software development, verification, quality assurance, configuration management, and
certification liaison activities are complete; ensure a software conformity review has been
completed; and review the final Software Configuration Index (SCI) and Software
Accomplishment Summary (SAS). The final certification software review should take place when
the software project is completed and satisfies the following criteria:

e Software conformity review has been performed and any deficiencies resolved.
e SAS and SCIs have been completed and reviewed.
e All software life cycle data have been completed, approved, and placed under

configuration control.

b. Data Required for Final Certification Software Review. For the purpose of this
review, all software life cycle data of RTCA/DO-178B should be available to the certification
authority and/or DER (if authorized). However, only the data shown in figure 2-4 are of special
interest for this review. The supporting software data should be under configuration control,
appropriate for the software level.

Figure 2-4. Data Availability for Final Certification Software Review

Software Data RTCA/DO-178B Section
Software Verification Results 11.14
Software Life Cycle Environment Configuration Index s
‘Software Configuration Index e
Problem Reports 7
Software Configuration Management Records s
Software Quality Assurance Records (including Software e

Conformity Review Report)

Software Accomplishment Summary 11.20

c¢. Evaluation Criteria for Final Certification Software Review. Evaluation criteria for
this review include all objectives of RTCA/DO-178B, Annex A. Additionally, all software-
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related problem reports, action items, certification issues, and so on, should be addressed before
certification, authorization, or approval.

2-8. ADDITIONAL CONSIDERATIONS FOR THE SOFTWARE REVIEW PROCESS.

a. Although this chapter proposes four types of review for FAA on-site reviews, the type,
number, and extent of those reviews may not suit every certification project and applicant.
Additional considerations and alternative approaches may be appropriate. The following
considerations may influence the level of the FAA involvement in the software review process:

(1) The software level(s), as determined by a system safety assessment.

(2) The product attributes (such as size, complexity, system functionality or novelty,
and software design).

(3) The use of new technologies or unusual design features.
(4) Proposals for novel software methods or life cycle model(s).

(5) The knowledge and previous success of the applicant in software development to
comply with the objectives of RTCA/DO-178B.

(6) The availability, experience, and authorization of software DERs.
(7) Existence of issues associated with Section 12 of RTCA/DO-178B in the project.
(8) Issuance of issue papers for software-specific aspects of the certification project.

NOTE: As mentioned before, chapter 3 of this order provides more
criteria for determining the appropriate level of FAA involvement in
software projects.

2-9. PREPARING, CONDUCTING, AND DOCUMENTING THE SOFTWARE
REVIEW.

a. Prepare for the On-Site Review. The certification authority responsible for software
approval should assemble the review team. The team should include at least one person
knowledgeable in software engineering, configuration management, and SQA, and one person
familiar with the system safety assessment and system requirements. The review team leader
should coordinate with the applicant for the upcoming software review at least six weeks in
advance, and propose an agenda. To optimize the efficiency of the review team while on-site,
the review team leader should request the applicant to send each team member the software plans
identified in RTCA/DO-178B, Section 4.3, a minimum of 10 working days before the review.
Each team member should review the plans before arriving at the applicant’s facility. The
review team leader should prepare a short entry briefing to introduce the team members, restate
the purpose of the review, and provide an overview of the agenda. The applicant should prepare
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a short briefing of the system under review; the software life cycle model, processes, and tools
used; and any additional considerations.

NOTE: In many cases, reviews are delegated to authorized DERs.
The planning and notification approach for a DER may vary, since
the DER works directly with or for the software developer.

b. Notify the Applicant. The review team leader should notify the applicant in writing at
least four weeks before the review regarding the FAA’s expectations in the software review.
The following information should be included in the notification letter:

(1) The purpose of the review and the type of review (that is, planning, development,
verification, or final).

(2) Date and duration of the review.
(3) A list of review participants (FAA personnel and DERs) with contact information.

(4) A request that the software plans identified in RTCA/DO-178B, Section 4.3, be
sent to each review participant.

(5) A request that pertinent life cycle data are made available at time of review.
(6) An indication of which RTCA/DO-178B objectives will be assessed.
(7) A suggestion that applicants conduct their own self-assessment before the review.

(8) A request that the responsible managers, developers, verification, configuration
management, and quality assurance personnel be available to answer questions.

c. Conduct the On-site Review. A typical on-site review includes the following
elements:

(1) Certification authority entry briefing to include: introduction of review team
members; restatement of purpose of the review; and overview of the review agenda.

(2) Software developer’s briefing to include: availability of facilities; availability of
life cycle data; personnel schedule constraints; overview of the system; interaction of the system
with other systems; system architecture; software architecture; software life cycle model
(including tools and methods); progress against previous action items or issue papers (if
appropriate); current status of the development (including status accounting report or similar
data); summary of self-assessment result (if performed); and any additional considerations (per
RTCA/DO-178B, Section 12).
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(3) Certification authority’s review of the applicant/developer’s processes and
product (see paragraph 2-3 of this chapter).

d. Record the Review Results. The review results should be recorded and should include
the following, as a minimum:

(1) A list of each life cycle data item reviewed to include: document name; control
identity; version and date; requirement identification (where applicable); source code module
(where applicable); paragraph number (where applicable); and review results.

(2) The approach taken to establish the finding or observation.

(3) An explanation of the findings or observations as related to the objectives of
RTCA/DO-178B (documented with detailed notes). Each unsatisfied objective requires a
summary of what was done and a discussion as to why the objective was not satisfied. Examples
should be included, when necessary. This will ensure that the approach and findings can be
understood and reconstructed at some future date, if needed.

(4) Any necessary actions for either the applicant or the FAA.
(5) Listing of all current or potential issue papers.

e. Deliver an Exit Briefing. The final briefing to the applicant and/or developer should
concisely and accurately summarize the review findings and observations. Findings and
observations should be presented with specific reference to RTCA/DO-178B objectives,
certification basis, policy, guidance, or other certification documentation. The applicant and/or
developer should be given the opportunity to respond to the findings and observations. The
applicant and/or developer response may not be immediate (that is, it may be several days later),
since it typically takes some time to process the review findings and observations.

f. Prepare a Review Report. Following the review, the certification authority (review
team leader) should summarize all review findings, observations, and required actions in a
report. The report should be coordinated with, and sent to, the applicant within six weeks of the
review.

g. Identify and Prepare Issue Papers (as needed). Issue papers are a means of
documenting technical and certification issues that must be resolved before certification. They
provide the necessary communication between the applicant and certification authorities. Issue
papers should be identified, prepared, and resolved as soon as possible after the issue is
discovered. Issue papers prepared for software-specific issues should be coordinated with FAA
Headquarters (AIR-120), the appropriate Directorate, and the appropriate CSTAsS.

NOTE: Desk reviews may be performed instead of, or in addition to,

on-site reviews. The preparation, performance, and reporting of desk
reviews will be similar to on-site reviews but may be less formal.
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CHAPTER 3. DETERMINING THE LEVEL OF FAA INVOLVEMENT
(LOFI) IN SOFTWARE PROJECTS

3-1. GENERAL. Chapter 2 of this order provides information regarding the software review
process. This chapter builds on chapter 2 and provides the criteria for determining when, to what
extent, and the areas for which FAA personnel should be involved in determining the software
aspects of compliance